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CrowdStrike Named a Leader and Outperformer in the 2024 GigaOm Radar
Report for Ransomware Prevention

December 16, 2024

CrowdStrike earns perfect scores across 10 critical categories and achieves a top average score; noted for leading in Al
innovation and automation to stop ransomware

AUSTIN, Texas--(BUSINESS WIRE)--Dec. 16, 2024-- CrowdStrike (NASDAQ: CRWD) today announced it has been named a
Leader and Outperformer in the 2024 GigaOm Radar Report for Ransomware Prevention. The report recognized the innovation
and leadership of the CrowdStrike Falcon® cybersecurity platform, awarding it 10 perfect scores across critical categories,
including Predictive Analytics, Data Exfiltration Protection, Response Automation, Security Ecosystem Integration and Ease of
Management. CrowdStrike achieved a top average score among all evaluated vendors.

Ransomware continues to disrupt organizations globally, with attacks becoming more sophisticated and destructive. According to
the GigaOm report, “Ransomware is a multi-faceted problem with multiple attack vectors and many ways that attacks can impact
data, including the growing problems of double and triple extortion attacks. To be effective in protecting customers from this
widening threat often requires a broad platform approach.” The Falcon platform delivers an integrated, single-platform approach to
ransomware prevention, combining Al-powered threat detection, behavior-based analytics, identity protection and proactive threat
hunting from CrowdStrike Falcon® Adversary OverWatch. This empowers customers to stop ransomware at every stage, from
initial delivery to lateral movement and privilege escalation — stopping attacks before they can cause damage.

The report highlighted several key differentiators that reinforce CrowdStrike’s position as a market leader, including:

e Comprehensive Platform Approach: The report highlights that “CrowdStrike offers a broad security platform that
covers endpoint protection, identity protection, cloud security, IT automation and next-gen SIEM,” noting that its
“modular approach allows customers to develop a comprehensive platform that covers ransomware threats across
endpoints, networks, clouds, and identity,” and “ its Falcon platform enables comprehensive ransomware detection,
prevention, and protection.”

¢ Innovation in Al and Automation: The Falcon platform leverages Al-driven threat detection to streamline decision-
making, simplify querying large datasets and enhance automated responses. As noted by GigaOm, "CrowdStrike scored
well on our emerging features and continues to invest and innovate rapidly, especially in areas such as Al and
automation, marking it as an Outperformer.” The report also noted “ The company remains innovative in a wide
range of areas, such as its use of Charlotte Al, its generative Al ‘security analyst,’ to enhance its capabilities .

e Security Ecosystem Integrations: CrowdStrike’s extensive platform integrations were cited as a differentiating factor, with
GigaOm noting that the “CrowdStrike marketplace offers an extensive set of integrations across a wide range of existing
security tools, including SIEM, XDSR, cloud identity platforms, and email security, as well as ITSM tools like Jira and
ServiceNow. This helps customers to easily bring CrowdStrike into their existing security workflows.”

“Ransomware remains one of the most urgent challenges for organizations, and CrowdStrike is consistently recognized by
analysts and independent testing firms for our unparalleled ability to stop these attacks,” said Raj Rajamani, head of products,
CrowdStrike. “Being cited as a Leader and Outperformer by GigaOm underscores our ability to meet the challenges of today, and
set the standard for ransomware defense moving forward. CrowdStrike transformed cybersecurity by leveraging Al to offer the
most comprehensive protection that delivers the security outcome customers need most — stopping the breach.”

For more information on the GigaOm Radar Report for Ransomware Prevention, read our blog.

About CrowdStrike

CrowdStrike (Nasdaq: CRWD), a global cybersecurity leader, has redefined modern security with the world’s most advanced
cloud-native platform for protecting critical areas of enterprise risk — endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class Al, the CrowdStrike Falcon® platform leverages real-time indicators
of attack, threat intelligence, evolving adversary tradecraft and enriched telemetry from across the enterprise to deliver hyper-
accurate detections, automated protection and remediation, elite threat hunting and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon platform delivers rapid and scalable deployment,
superior protection and performance, reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches.

Learn more: https://www.crowdstrike.com/
Follow us: Blog | Twitter | LinkedIn | Facebook | Instagram
Start a free trial today: https://www.crowdstrike.com/free-trial-quide/
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