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Report for Identity Security Posture Management (ISPM)

July 23, 2025

GigaOm recognizes CrowdStrike for delivering the most complete platform, awarding top scores in non-human and machine
identity protection, agentic detection triage, and automated response

AUSTIN, Texas--(BUSINESS WIRE)--Jul. 23, 2025-- CrowdStrike (NASDAQ: CRWD) today announced it has been named a
Leader and Fast Mover in the 2025 GigaOm Radar Report for Identity Security Posture Management (ISPM). The report
recognized CrowdStrike as the most complete Platform Play, scoring highest of all vendors in Emerging Features, with perfect 5/5
scores in Non-Human and Machine Identities Posture and Generative Al for Identity Insights. CrowdStrike also received perfect
5/5 scores in Key Features and Business Criteria including Automated Remediation, Security Ecosystem Integration, and
Scalability.

This recognition reinforces CrowdStrike’s innovation and leadership in delivering a unified platform that protects every identity in
the Al era — human and non-human — across the full attack lifecycle and hybrid environments.

According to GigaOm “identity compromise remains one of the most common, easily exploited, and potentially damaging
vectors for cyberattacks.” As agentic Al drives explosive growth in machine and service identities, the Al-native CrowdStrike
Falcon® platform secures both human and non-human identities — delivering the real-time visibility, automation, and intelligence
defenders need to stop identity-based threats before they escalate.

CrowdStrike Falcon® Identity Protection continuously correlates telemetry across endpoints, identity providers, cloud infrastructure,
and data protection tools — enriched with adversary intelligence and dark web monitoring. By combining these signals in real time,
the Falcon platform detects credential misuse, lateral movement, and privileged escalation, highlights identity attack paths, and
enforces policy controls through Falcon Fusion, CrowdStrike's no-code SOAR engine.

Key report findings include:

e Machine and Non-Human Identity Protection: With a perfect 5/5 score in Non-Human and Machine Identities Posture,
CrowdStrike drives relentless innovation to keep customers ahead of evolving threats.

e End-to-End Hybrid Identity Coverage: The report highlighted how CrowdStrike secures the entire identity threat lifecycle
and “can protect hybrid identity infrastructures by detecting and responding to threats across on-premises and
cloud identity infrastructures.”

e Agentic Al Innovation: With a perfect 5/5 score in Generative Al for Identity Insights, CrowdStrike brings the power of
agentic Al to Falcon Identity Protection. Charlotte Al Agentic Detection Triage autonomously triages cross-domain attack
detections with over 98% accuracy’ to rapidly prioritize the most critical threats.

o Automated Response at Scale: CrowdStrike earned a perfect 5/5 score in Automated Remediation. The report notes how
“the platform prevents and mitigates identity risks through policy enforcement and automated remediation
utilizing the no-code SOAR engine Falcon Fusion,” and that “the solution can call on more than 150 automated
actions.”

“The Al era has led to an explosion in machine, service, and non-human identities, massively expanding the attack surface,” said
Cristian Rodriguez, field CTO, Americas, CrowdStrike. “Adversaries are exploiting this shift to move faster, stay hidden, and
breach environments through the front door: identity. As a unified part of the Falcon platform, Falcon Identity Protection is built for
this new reality, correlating real-time signals across domains, applying agentic Al to triage and prioritize threats, and stopping
identity-based attacks before they can escalate.”

To learn more about the 2025 GigaOm Radar Report for ISPM, visit here and read our blog.

1 Accuracy rating is a measure of Charlotte Al triage decisions that match the expert decisions from the CrowdStrike Falcon
Complete Next-Gen MDR team.

About CrowdStrike

CrowdStrike (NASDAQ: CRWD), a global cybersecurity leader, has redefined modern security with the world’'s most advanced
cloud-native platform for protecting critical areas of enterprise risk — endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class Al, the CrowdStrike Falcon® platform leverages real-time indicators
of attack, threat intelligence, evolving adversary tradecraft and enriched telemetry from across the enterprise to deliver hyper-
accurate detections, automated protection and remediation, elite threat hunting and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon platform delivers rapid and scalable deployment,
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superior protection and performance, reduced complexity and immediate time-to-value.
CrowdStrike: We stop breaches.

Learn more: https://www.crowdstrike.com/
Follow us: Blog | X | LinkedIn | Facebook | Instagram
Start a free trial today: https://www.crowdstrike.com/free-trial-quide/

© 2025 CrowdStrike, Inc. All rights reserved. CrowdStrike and CrowdStrike Falcon are marks owned by CrowdStrike, Inc. and are
registered in the United States and other countries. CrowdStrike owns other trademarks and service marks and may use the
brands of third parties to identify their products and services.
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