
Falcon for IT Risk-based Patching Accelerates Cybersecurity and IT
Consolidation on CrowdStrike
September 17, 2025

AI-powered Risk-based Patching enables customers to identify, prioritize, and fix the vulnerabilities that matter most through a
single unified platform

AUSTIN, Texas--(BUSINESS WIRE)--Sep. 17, 2025-- Fal.Con 2025, Las Vegas -- CrowdStrike (NASDAQ: CRWD) today
announced Risk-based Patching with Falcon® for IT, accelerating cybersecurity and IT consolidation on the Falcon® platform.
With the combination of AI-powered Risk-based Patching and Falcon® Exposure Management, customers can identify, prioritize,
and fix the vulnerabilities that matter most through a single console and workflow – accelerating safe, large-scale patching and
expanding CrowdStrike’s platform leadership beyond cybersecurity.

“Adversaries exploit known vulnerabilities within minutes, yet most organizations are slowed by silos between security and IT that
delay fixes and leave dangerous gaps,” said Elia Zaitsev, chief technology officer at CrowdStrike. “With Falcon for IT Risk-based
Patching, we unify teams and processes with a shared, risk-prioritized view so they know what to fix first – and can actually fix it.
This is the last mile of risk reduction, closing gaps that adversaries exploit by eliminating the silos that have slowed organizations
for too long. With built-in safety controls we give teams the confidence to patch both quickly and safely at scale.”

Closing the Gap Between Security and IT

Vulnerability management is fragmented – not just by tools, but by teams and processes. Security relies on one set of tools to find
vulnerabilities, while IT depends on another to deploy patches. This disconnect creates blind spots between what’s found and
what’s fixed, duplicate agents that add complexity, and slow handoffs that give adversaries time to exploit unpatched systems. The
result is that risk lingers while attackers move faster.

From Identification to Remediation on One Platform

CrowdStrike eliminates the silos between security and IT. Falcon Exposure Management prioritizes vulnerabilities most likely to be
exploited based on adversary activity and real-world attack paths. Falcon for IT Risk-based Patching turns this insight into action –
applying AI-powered patching with Patch Safety Scores and sensor intelligence to rapidly remediate the risk safely. Together on
the Falcon platform, they eliminate the gap between knowing where you’re exposed and fixing it, giving security and IT one unified
workflow to reduce risk before attackers can exploit it.

Customer Benefits

Falcon for IT Risk-based Patching on the Falcon platform delivers:

AI-driven Patch Prioritization: CrowdStrike adversary intelligence and ExPRT.AI scoring prioritize vulnerabilities based on
real-world exploitation likelihood – so teams can patch the vulnerabilities that matter most.
Safe, Business-aligned Patching: Patch Safety Scores and sensor intelligence give teams confidence to update critical
systems without downtime.
Unified Workflows: The single-agent, single-console Falcon platform replaces fragmented tools across security and IT,
enabling shared workflows that accelerate collaboration and deliver faster, more accurate remediation while reducing
complexity and cost.

To learn more about Risk-based Patching with Falcon for IT, read our blog and visit here.

About CrowdStrike

CrowdStrike (NASDAQ: CRWD), a global cybersecurity leader, has redefined modern security with the world’s most advanced
cloud-native platform for protecting critical areas of enterprise risk – endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class AI, the CrowdStrike Falcon® platform leverages real-time indicators
of attack, threat intelligence, evolving adversary tradecraft and enriched telemetry from across the enterprise to deliver hyper-
accurate detections, automated protection and remediation, elite threat hunting and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon platform delivers rapid and scalable deployment,
superior protection and performance, reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches.
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Start a free trial today: https://www.crowdstrike.com/free-trial-guide/

© 2025 CrowdStrike, Inc. All rights reserved. CrowdStrike and CrowdStrike Falcon are marks owned by CrowdStrike, Inc. and are
registered in the United States and other countries. CrowdStrike owns other trademarks and service marks and may use the
brands of third parties to identify their products and services.

Forward-Looking Statements

This press release includes descriptions of products, features, or functionality which may not currently be generally available. Any
such references are provided for informational purposes only. The development, release, and timing of all features or functionality
remain at our sole discretion and may change without notice. These statements are subject to risks, uncertainties, and
assumptions that may cause actual results to differ materially from those expressed or implied. Customers should make
purchasing decisions based only on services and features that are currently generally available. For more information on our
existing offerings please talk to your CrowdStrike representative.
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